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Cyber in the Worldwide Threat Assessment
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http://www3.weforum.org/docs/WEF_The Gl
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Reasons for Successful Cyber Attack ‘ (\

Technical

@mitkobogdanoski

0/0 S Caused byhumanerror

of cyber attacks rely on
social engineering.
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+ ,CounjanHnoT MHXEHEPUHT € hopMa Ha TEXHMKM UCKOPUCTEHM 0 cajbep
KPMMUHaNUUTE Au3ajHupaHu ga rm HamamaTt HavBHUTE KOPUCHUUUTE Aa UM
ncnpakaat gosepnuseun nogaToumn, ga rm nHuunpaaT HUBHUTE KOMIjyTepu co
3rioHaMepeH coTeep uUnu ga rm Hamamart npeky MHKOBW KOH 3apaseHin
cTpaHunun®. - Kaspersky

+ ,KakoB 6Mno Bna Hanag LWTo He € of, TEXHUYKA Npupoaa M BKIyvyBa HEKAKOB B[
YyoBeYKa MHTEepakKumja co Len ga ce obvae ga namamm unm NpuHyam XxpTea ga
OTKpMEe MHdopMaLmMm UNn ga rm HapyLwmn HopmMmanHute 6e36egHOCHN NPaKTUKN® —
EC Council

» ,VckopuctyBawe Ha HaMBHOCTA Ha NyreTo NpeKy BnuvjaHue, yoeayesame u
MaHunynauuvja 3a ga ce gobuvjat ButanHm nHgpopmaumm” — Kevin Mitnick

@mitkobogdanoski

YMETHOCT Ha MaHunynupake co NyreTo, Taka LWTO TUe ce OTKaxyBaaT o
A0BEPNMBY MHAOPMaLIMK UMK TU KpLaT cTaHaapaHuTe 6e36e4HOCHN NPaKTUK.

@mitkobogdanoski
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EBonyunja Ha-eaujanHNOT NHXEHEPUHT (\

* Social engineering with a bigger attack

Social engineering on surface and more attack opportunities
* Pretexting * Physical aspect + High-efficient and large-scale social
* Phreaker * Technical aspect engineering with OSINT and software tools
* Psychological aspect * Social engineering with APT, TA, ASE bot
and Al
phase evolution

1974 1984 1996 2002 2012

* Deception, manipulation, influence, persuasion,
induction, etc.

* Exploiting targets’ psychology for attacks

* Non-techonical attacks vs. Technical attacks

+ Attacks that rely on human interaction

* Extensional perspective

Social engineering in
+ phreaker community
© * hacker community

https://ieeexplore.ieee.org/document/9087851

@mitkobogdanoski
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daKkTu 3a cCounjanHUOT UHXEHEPUHT

« Cekoj e noTeHUMjanHa XpTBa.

» MHory yecTto Ha cajbep KpuMMHanNUUTE UM € NonecHo aa
MaHunNynmMpaart co YOBEKOT OTKOJIKY CO KOMMjyTepckaTa Mpexa
NN CUCTEM.

* Hanagute moxat ga 6uaat penatmBHO HUCKO-TEXHOSOLLIKM,
€BTUHN N NECHM 3a U3BPLLYBaH-E.

* TexHOMnoLWwK1oT pa3Boj e MHory Bp3, 3aegHo co
coomcTnUMpaHoCcTa Ha HanaguTe.

@mitkobogdanoski
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https://ieeexplore.ieee.org/document/9087851

C0 coumjaneH MHXXeHepm

[logenba Ha Hana

Hanapg co
couujaneH
MHXXEHEePWUHr

NupupekTeH

OupekTeH Hanag

BnujaHue npeky
ABOHaco4Ha
KOMYHUKauuja

BnwujaHue npeky
eAHOHaco4YHa
KOMYHUKauuja

Hanap,

BnujaHue npeky

3-Ta cTpaHa
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Linknyc Ha Hanaao

[NedunHupawe Ha HanagoT
* igeHTndmkaumja Ha uenta

* ipeHTndmkaumja Ha
XpTBaTa

Pa3Boj Ha ogHOC CcoO XpTBaTa

« BocnoctaByBare
KOMyHuKaLuja
* MNuwysare n3sewTaj

Cobupare nHdopmaumm

* UpeHTudpukyBame Ha
noteHuujanor

» Cobupatre MHthopmaumm of
n3Bopu

WUckopucTtyBamwe Ha ogHOCOT

€O XKpTBaTa

» O6paboTyBare Ha xpTBaTa

* /i3BnekyBane Ha
nogatouuTe (Elicitation)

MoaroToBka

» KombuHmpame 1 aHanusa Ha
cobpaHuTe nHpopmauum

« Pa3Boj Ha BEKTOp Ha Hanapg,

3aBpwyBake Ha

MHTepakuujaTa

* Bpuwetse Ha 6Guno kakea
Tpara Ha 3rloHamepeH
copTBEP

+ 3aBpLUM CO HaNazaoT

@mitkobogdanoski
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@mitkobogdanoski



TakcoHoMuja Ha HanaAarTe co couujaneH I/IH)KGHGpI/II—(
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@mitkobogdanoski
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oumjaneH MHXXEeHEPUHT

ichi Practice of sending emails appearing
Ph I Sh I ng to be from reputable sources with

the goal of influencing or gaining
personal information

Vishing

Practice of st ik 0 2

pretexting as . e
another person with Practice of eliciting
the goal of obtaining 5 information or

information or ' attempting to
access to a person, influence action
company, or via the telephone,
computer system may include such
tools as ‘phone

Impersonation spoofing’

03

https://www.social-engineer.org/social-engineering/social-engineering-infographic/ @mitkobogdanoski
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Advanced
Persistent
Threat

Dumpster Phishing/Spear Shoulder
Diving Phishing Surfing

Reverse Social

Engineering Baiting Watering Hole Tailgating

Surfing Online

Trojan Hors e oh

Role Playing Pretexting

Quid Pro Quo Vishing

https://www.smartfile.com/blog/social-engineering-attacks/ @mitkobogdanoski
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@mitkobogdanoski
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@mitkobogdanoski
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@mitkobogdanoski
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L Ha OULLIMHT

MpemHory nobpo 3a ga 6uae BUCTUHUTO

* MoHyau AnsajHnpaHy Ha HauvH BeAHaLU Aa ro NpyuBrieyaT BHUMaHWETO Ha
nyreto. Ha npumep, TBpAek-e Aeka cTe ocsomne iPhone, notapwja nnu Hekoja

Apyra Harpaga.

YyBCTBO Ha UTHOCT

« [lejcTByBajTe GP30 3aT0a LUTO Cyrnep 3AENKATE Ce CaMo 3a OrpaHUYEHO BPEME.
- Bawara cmeTka ke 6uae cycneHavpaHa JOKOSIKY He M axypupare Baluute

NIMYHU NogaTouun BegHaLl.

XuUneprnHKOBU

» KnukHete Tyka 3a Aa ja gobueTe Balwarta Harpaga.
* KnukHeTe Tyka 3a fa M npoMeHuTe aBTopu3salumTe 3a Hajasa.

Mpunosun

*» YecTo cogpxxat Ransomware, 3noHamepeH codTBep Unu Apyru BUPYCU.

25

Latest on corona-virus

Corona-virus updates

Concering Corona-virus disease (COVID-19) outbreak, the World Health Organization brings you the Corona-virus E-Book
and Guide.

Inside this E-Book (My-health), you shall find out the complete research/origin of corona-virus and

the recommended guide to follow to protect yourself and others.

Guidance to protect children and business centre;

This guidance provides critical considerations and practical checklists to keep Kids and business centre safe. It also
advises national and local authorities on how to adapt and iImplement emergency plans for educational facilities.

Critical preparedness, readiness and response actions for COVID-19;

WHO has defined four transmission scenarios for COVID-19. My Health E-book describes the preparedness,
readiness and response actions for each transmission scenario.

Basic protective measures against the new corona-virus;

1. Stay aware with the most contented information on the COVID-19 outbreak, available on the E-Book attached
16 this mail and through your national and local public health authority.

2. Avoid touching Eyes, Nose and mouth

Why? Hands touch many surfaces and can pick up Viruses. Once contaminated, hands can transfer the virus to
your eyes, nose or mou

3. Practice respiratory hygiene
This will also protect you and help prevent the spread of viruses and other Infections.

You can now download and sccess the attached My Health Zip file from a Windows Computer only.

You are receiving this email because your life count as everyone lives count. Sign up for more updates at the WHO website
(ww.who nb).

Thanks for helping 1o make the world a littie healthier

@ MBET

@mitkobogdanoski

(] (=]

Message

Coronavirus (2019 -nCoV) Safety Measures - Temporary Items

Coronavirus (2019 -nCoV) Safety Measures

Tuesday, February 4, 2020 at 7:08 PM
Show Details

@ Coronavinus Safety...
1.6 MB

Download All Preview All

Dear Sir/Madam,

Go through the attached d on safety garding the of corona virus.
This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect health and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

General Internist
Intensive Care Physician

WHO Plague Prevention & Control

{8 World Health

26

@mitkobogdanoski
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DULWKHT KaMNatba HAaCo4eHa KOH MaKEOOHCKU
KOpUcHUUM

OF PNy BAIETO 38 CRABANPEIE, KAKO WITO © ACHUHIKPAHO O BaaTS

NOpaKKt AOKONKY He Ce NOTBPAAaT BO POK Oa 24

Ta NoACAY 38 6P3a NOBTOPHA NOTEPAS M ACHOM

HOTO cxARArparse ke ce

Mpujasere wHUMIEHT [-Domain-11 Noaapluka 2019 roanma.

et _Amypuparse cera

no: cTpan Ky Befe CTe ro Hanpasune Toa. Haj w apormwerve
38 BALIATS KOMYHMKALMIS NO €-NOLITE 1AM T NHUATS OArOEODHH 38 CADKYEar-e Ha BalwmTe MKT cucTemu. Bo Toj
cayua) najurHo Tpeba Aa ja cmernTe

ManuumosHara crparuus e co cnea

T o)
==
o
€0ITg, e
N0

S -y = e

< %

4 @ e USERNAME@DOMAIN

Hacramm

@mitkobogdanoski
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Mpumep on peanex-phishing Hanaa kaj YA — LTun,
(ako-Aa ro npenosHaeTe!

JlerutnmeH KopucHuk on YI
From: Trajce Nace
Sent: 09 November 2018 23:27

Subject: Hanrpagere ja saluata e-noura Nerntumna nopaka koja ce
NOBTOpPYBa Ha CeKoj 3 Meceuy —

CaMo He e CO 4acoBM
MounTyBaH KOPHCHHK

Balwara 103MHKa ke ncTeve 33 48uaca

Kanknere TYKA 33 ga ja notepaure sawara e-mail. Cvetka 2a ga ce naberxe cycneHsuja nam geakTuemparse.,

Bnarogapam MNpobnem e chopmarta BO Koja ce

BHecyBaaT nogaTouu, U camuTe
nogaToum

UGD WT noanpuwka

@mitkobogdanoski
28
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Mitko Bogdanoski
Wed 1/27/2021 10:43

To: Elenior Nikolov: Orce Popavski < popovskiarce@gmail.com; nenoreal@yahoo.com; Rose Smileski; Rose Smileski <rosesmileski@marm.gav.mk> =19 others

MouuTyBaHu,

Hokonky gobueTe nopaka Hanuk Ha oHaa nogoeny (Bo HasogHuuwm) Be monam HemojTe aa kavkaTe, HajeepojaTHo cTadyea 360p 32 ¢ywKHr Hanag,.

e R R

MopakaTa M3mena NErMTUMHE M € NPATEHa O NETMTMMHKM KOHTakTh o4 YT, Ho HajeepojaTHo cTaHyea 360p 3a Hanag - cexkako oBa e HeoduumjanHo, Hemame oduymjanHa

noTepga 3a Toa.

"Mountysar kopucHnx Ha ugd.edu.mk,

B3LWMOT KOPHMCHMK HE NOWTEHCKOTO CaHAAYE, B3WATA NOWTE 0 HAAMUHE OTPEHMUYEEHETO 33 CKAaaMpPatee oa 20 GB. 3a A3 uaberHeTe GNOKMParbe MAM ASaKTMEMPEE HA BALIATA CMETKE
33 e-nowTa, lyybesHo KAMKHKM TYHA 1 caegeTe rv yNaTcTEaTa 28 RXYDUPare Ha B3WaTa cmeTHa. Bu Bnarogapume 2a copaboTkata, © AsTopcku npaea 2021"

Co nouwmrt,
MB

Prof. Dr. Mitke Bogdanoski
Vice Dean at the Military Academy "General Mihailo Apostolski” - Skopje
University of Gece Delcev, an associated member

Contact:

mobile: +389 70 234 170
e-mail: mitko.bogdaneski@ugd.edu.mk
mitko.bogdanoski@marm.govmk
Dr.Mitko.Bogdanoski@ieee.org
mitko.bagdanaski@computer.org

mitko.bagdanoski@comsoc.org
Skype : mitko.bogdanoski
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wiinnuvuyuail ivoni

Waming: This message has had one o mare sttachments remaved invoice #00

Piease see attachment for your scanned document

Thanks,

Vialentina Tomavska
vaie_tomevska@yzhoo.com

riginal Messag

/DCCT 33 20HILYBaE
ja- Cxonje, koHRypeor 53 Buge of

Ca nosm

anekTikg Tousacka

o, or dreg this message to the Inbax

gt attachmentis) for more information

51 3 CIDY<HO 0N0COS)Barse W YCOBPLLYEatse 33 BOXOT 2Bl
+ 80 X012 a 16102018 roma ka 1/2 (eka noA0BKHa) LipHO Bea CTpasa
YE3M 3 M FO WCTIPaTITE NPEBOROT B3 KOKKYPCOT A3 NOTERMHTE ARK3 KOHKYPCOT Ke Gitae oBjasen w koAKy ke ke usk ofjasysa

30

@mitkobogdanoski
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TRIT] //f/ mmﬁ:.

@mitkobogdanoski

@mitkobogdanoski
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@mitkobogdanoski
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EXHUKUA

becnnatHo npesemMake Mequnymm

Hanaraunte objaByBaaT NIMHKOBW 3a Npe3emare Ha Web, NpeTexHO coapXart 3rioHamepeH
codpTBEp, HyAejkm BecnnartHa My3uka, MM UM BUAEO Urpy ako LenTa rv npegage ceoute
nogaTouM 3a HajaByBake Ha ogpedeHa CTpaHuua.

lNpownasoa co HeBooOM4YaeHO Co HMUCKAa LieHa

Hanaraunte peknamupaar npoM3BoamM CO UCKMYUMTENHO HUCKA LiEHa BO OHMajH NpofaBHULa
LITO ja co3gapone, Co Hagex fAeka NoeauHUM Ke ce o6uaaT fa ro Kynar Nnpov3BOAOT U Ja ce
OTKaXar ofj AeTanuTe 3a CBOUTE KPEOUTHU UM AeBUTHU KapTUYKK.

Komnpomutmnpan USB Drive

WHdbuumpan USB-ypep WTO ce KOpUCTU 3a NHjeKTUpare Ha 3roHamMepeH coTBep, Be
npeHacodyBa KOH Be6-CTpaHuumM 3a ULIMHT UK My AaBa NpUCTan Ha Hanara4ot 40 BawmoT
KommjyTep.

@mitkobogdanoski

35
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Could you please give your
employee ID and password
to reconcile your salary
dataz

@mitkobogdanoski
36

G

injects exploit
ted sites often

into s
visited by targeted

Attac nitial
Intelligence to determine
which sites to target.

Using the dropped
malware, the attacker
may now initiate his
malicious activities

@mitkobogdanoski
37
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Piggy Backing occurs when an authorized
individual permits others to follow behind

@mitkobogdanoski
38

@mitkobogdanoski
39
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Hi Amy,
This is Joe, from
IT...I'm working from
home today...

https://www.youtube.com/watch?v=PWVN3Rg4gzw&t=114s @mitkobogdanoski

40

Kako cpyHkumoHunpa Pretexting?

* Hanaraunte nmutupaar koneru, nonuuajumn, 6aHkapu, 4aHOYHN
BMacTu Ui 4OOPOTBOPHM OpraHmn3auuu.

* HanarayoTt rpagu BepogocTojHa npukasHa (M3roBop) LUTO He
OoCTaBa HW MarKy NPOCTOp 32 COMHEX 3a HUBHATa Len.

* Co XpTBaTa ce pa3BuBa J1aXXHOTO YyBCTBO Ha ,D,OBep6a.

* [peTekcTep MOXe Aa NOCTaBM HWU3a Npallakwa Au3ajHupaHu aa
cobepat Nn4HU nHdopmauun.

» [1obujTe wyBCTBUTENHM MHGOPMALMN — MaTUYeH 6poj, Bpoj Ha
couujanHo ocurypyBame, MOMUHCKO Mpe3nMe Ha Majka, MecTto
Unu gaTym Ha paratbe unu 6poeBu Ha cMeTKa.

@mitkobogdanoski

41
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https://www.youtube.com/watch?v=PWVN3Rq4gzw&t=114s

@mitkobogdanoski
42

@mitkobogdanoski
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see00 02 4G 5:13 AM 75% W eseco 02 4G 513 AM 77% .

{ Messages COVID 19 Details { Messages UK_Gov Details
URGENT: The UKGOV GOV.UK
has issued a payment of COROVAVIRUS ALERT
£258 to all residents as New rules in force now:
part of its promise to you must stay at home.
battle COVID 19. TAP More info & Exemptions
here https://uk-covid-19- at gov.uk/coronavirus
relieve.com to apply Stay home. Protect the

Scam Genuine

@mitkobogdanoski
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WATCH THIS HACKER
BREAK INTO
MY CELL PHONE ACCOUNT
IN 2 MINUTES

https://www.youtube.com/watch?v=PWVN3Rq4gzw
https://www.youtube.com/watch?v=Ic7scxvKQOo&feature=emb_title @mitkobogdanoski

22


https://www.youtube.com/watch?v=PWVN3Rq4gzw
https://www.youtube.com/watch?v=lc7scxvKQOo&feature=emb_title

\

https://www.youtube.com/watch?v=PWVN3Rq4gzw
https://www.youtube.com/watch?v=lc7scxvKQOo&feature=emb_title

46

https://www.youtube.com/watch?v=t5yw5cR79VA&feature=emb _title

. https://www.youtube.com/watch?v=B78TE_zxx8w

@mitkobogdanoski

@mitkobogdanoski
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https://www.youtube.com/watch?v=PWVN3Rq4gzw
https://www.youtube.com/watch?v=lc7scxvKQOo&feature=emb_title
https://www.youtube.com/watch?v=t5yw5cR79VA&feature=emb_title
https://www.youtube.com/watch?v=B78TE_zxx8w

www. systermersion, com

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detecti (2) Patentisdy |aioouy Vinses: [oofs; Sirefef Spy and Trojan FakeAV.
Diceriioay] Your Personsl & | o bl MAY NOT BE SAFE.

To Remove Viruses, Call Tech Suppart Onfine Now:

1(866) 627-4049

\® Advanced Antimaiware

\® Advanced Antimalware o

{ ®
| have a license already

Enter License Key

Advnncc_:l

= (<)

| don't have a lice

Buy Now

Call Us: 1-800-826-8027

Advanced AntiMalware ~

Microsoft Partner £ 60 Days Money Back Guarantee
W - - sopication Osisiosment
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HajuecTo reHepupa ckokayku
npo3opuy Kou rm umutrpaat
cuctemckuTe nopaku Ha Windows,
YyecTonaTu npenpagajku ce aeka ce
aHTUBMpYceH codTeep. Bo nopakara
061YHO ce Benu Aeka BO KOMMjyTepOT
Ha KOPVCHULMTE Ce MpOoHajaeHn
3apa3eHuTe AaToTeKN.

KopucHukoTt no6uea / npesema
cobTBEp KOj € edhnkacHoO beckopuceH
UM My OBO3MOXYBa Ha HanaravoT
LUTO ro MOBMKan KOPUCHWKOT Aa ce
MoBP3€ CO HUBHMOT KOMMjyTep Of,
JareyvHa 3a aa uHctanupa
3rI0HaMepeH coTBEP.

@mitkobogdanoski

e e

[ageHa e noHyda 3a npesemare
Ha codTBEp 3a Aa ce HagMUHe
Npo6nemMoT Unn Ha KOPUCHUKOT
My ce npenopadyBa ga noBuka
TenedoHCKkM Bpoj NpMKaXxkaH BO

rnopakarta 3a TeXHWYKa NoaapLuKa.

MapuTe Ha KopucHuuuTe ce rybart
aKo ce M3BpLUM NNnakake, a HABHUOT
KOMMjyTep HajBepojaTHO Ke CTaHe
HecTabuneH nopagu
HOBOWHCTaNMPaHNOT 3roHamepeH
cogTBeEp.

49

@mitkobogdanoski
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4eTEpTOK @espyapH 18, 2021 PazTard..

MoyuTysaH knueHT Pazard!

Yectumn! Bue cTe ee o 100-Te KopicHHUK WTO M u3Dpasme 3a 4a Jo0We WwaKca
Az ocaon Apple iPhone 12, Samsung Galaxy $20 nnu iPad Pro.

51

@mitkobogdanoski
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*_wanna Decryptor 1.0

\What Happened to My Computer?

Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
way to recover your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service
5/15/2017 16:25:02

e Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. (Butyou _J
have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>

Your files will be lost on If you want to decrypt all your files, you need to pay

5/19/2017 16:25:02 You only have 3 days to submi the payment. After that the price will be
Also, if you don't pay in 7 days, you wont be able to recover your files f

Time Left

Send $300 worth of bitcoin to this address:

prizettati | 152G qZCTeys6eCiDKE3DypCjXIEQWRVEV1

Contact Us

@mitkobogdanoski
52

Kako ga ce nsberHe Hanag co CoumnjaneH MHXeHEepPUHr

* Egyuupajte ce.
» Bupete cBecHu 3a MHpopmaummTe WTo rn objaBysare.
+ OgpeneTe Kou of BalunTe CpeacTBa/MHoOpMaLun ce HajueHeTH 3a KpuMmnHanuuTe.

* Hanuwete gobpn nonuTnkM, MNNemMeHTnpajTe rm n JOnonHeTe rm ja co Aobpu obykn
3a nogurare Ha ceecTa.

» YygajTe ro BawumoT copTBEP axKypupaH.

* [lajte nm Ha BpaboTeHMTE YyBCTBO 3a COMCTBEHOCT Kora CTaHyBa 360p 3a
6e3benHocTa.

« Kora ke Be npaluaart 3a uHgopmMalum, pasmmcrieTe ganum nuueTo co Koe pasroBapaTte
HaBuCTUHa TpeGa Aa rv nma uHopmaLuumTe 3a Kou npailysaar.

® BHVIMaBajTe 3a npaiwiaka WTo HEe ogroBapaart Ha JTMLUeTo CO KOoe pa3roBaparte.

* Ako Hekoj nobapa uHpopmaumm LWTO He 3HaeTe Aanun Tpeba aa rn objasuTe, Npawajte
ro BaWmOT NPEeTNnoCcTaBeH.

@mitkobogdanoski
53
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300 PULLNHT

Kako aa nsberHete Phishing namamu

* He pearunpajte Ha KOMyHUMKaLuMjaTa 3a Koja He CTe 3ano3HaeHMu.

* He nosukyBajTe TenedoHckn 6poesn HaBeaeHN BO e-nowuTa,
TeKCTyanHa nopaka unm MHCTaHT nopaka.

* He knukHyBajTe Ha cuTe NMHKOBM BO e-nopaka 1 He oTBopajTe
Npuosn cogpXaHn BO COMHUTENHA e-noLuTa.

* He BHecyBajTe NnU4HM nHOOpMaLnmM BO HUTY e0eH CKOKaYKn
npo3sopel (pop up). JlernTumHnTe opraHnsaumm He bapaar
NNYHM MHGOPMaLMN KOPUCTEJKN CKOKaYKM NPO30opLu.
KoHTakTupajTe ja npeTnocTtaBeHarta opraHusaumja n npoeseperTe.

» [lokonky ce comHeBaTe, n3bpuLlieTe ja e-nowitara unu
nopakara.

@mitkobogdanoski
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o[ Baiting!/r

Kako ga ce nsberHe Baiting nsmama

+ Pasmuncnete geanatu npeq ga KrvkHeETe Ha Heno3HaTu
NNHKOBW Jofeka cypdate Ha mpexara.

» Kopucrete peHoMupaHu npogasayn/npogaBHULM Kora
KynysaTe npowu3BOAN UMK YCNYTW.

* He knukHyBajTe Ha XMNeprnMHKOBK Kou HyaaT GecnnaTHo
npesemarbe My3uka, (punm nnu Bngeo uUrpu.

* 3berHyBajTe kakBu OMNO NIMHKOBU KOW CEe BpakaaT Ha
BaLLMOT npebapysBay 1 ce KnacuuumnpaHu Kako peknamu.

» He BmeTHyBajTe USB ypean Bo BaWIMOT KOMMjyTep LWITO
HaoraTe Haokony. [lageTte ro Ha TUMOT 3a 6e36egHOCT BO
BalLaTa opraHusauuja.

@mitkobogdanoski
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,El,Pretexting!,f

Kako na ce nsberHe Pretexting nasmama

* Hukoraw He gaBajTe npmBaTHM MHpopMaumm 3a cebe nnm 3a
Koj 6uno gpyr npeky TenedoH unm MHTEepHET, OCBEH ako He
CTe ro UHULMpane KOHTaKToT.

* JlernTUMHUTE opraHnsauun HUKorawl Hema aa Be
KOHTaKTMpaaT npeky TenedoH 1 aa nobapaar nmyHu
MHopMaLmK.

* AKO BM NpuMCTanu HEKOj LUTO He ro no3HaeaTte 1 Gapa NNYHKU
MHdOPMaLMK 3a Bac UKW HEKOj LITO ro Nno3HasaTte, BeaHall
3aBpLUETE ro pa3roBopoT. KaxkeTe My feka cakaTe aa ja
KOHTaKTMpaTe HeroBaTa opraHusaumja u npBo Aa ro
npoBepuTE HErOBUOT MAEHTUTET U MOTUB.
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@mitkobogdanoski

Kako ga nsdberHete Scareware

» Cekoraw kopucteTe axypupaHu Beb-npebapysaym 3a ga ce ocurypare geka
ce NpumeHyBaaTt HajHoBUTe 6e3beqHOCHU axypupara.

* Bkny4yeTte pop-up 6rnokatopu.

» Ako gobueTe cKokaukm nNpo3opel, LenocHO 3aTBOpeTe ro NPenncTyBayoT.
Kopuctete Ctrl-Alt-Delete 3a ga ro 3aTBopuTe NpenucTyBa4voT ako He
MOXeTe Aa ro 3aTBOpMUTE HOPMarHO.

* He knukHyBajTe Ha KakBM OMMO NUHKOBM LOKOSIKY BU CE NOjaBU CKOKAYKM
nposopeL.

* AXypupajTe ja cekorall BallaTa aHTUBMPYCHa nporpama.

* He gaBajte nuyHn nHdgopmaumm OOKONKy Bu ce 6aapaT BO NojaBeH
CKOKa4Kun nNpo3opeL.
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@mitkobogdanoski
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